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Date: June 22, 2007 L/

Subject: Sensitive and Personal Data on Surplus Computer Hard Drives

We have observed that sensitive and personal data is occasionally left on surplus computer
hard drives when the computer is transferred to University Surplus and Salvage (USS) for
disposal. In June 2005 a memorandum distributed by this office stated it is each department’s
responsibility to ensure that sensitive data, research data, personal information, software
programs, and operating systems are removed before the computer is transferred to
USs. '

This directive was to reinforce compliance with University Policy PPM 1-18, which requires
users to “...secure the private sensitive information of faculty, staff, patients, students, and
others affiliated with the University, and to prevent the loss of information that is critical to the
operation of the University.” The policy “is applicable to all University of Utah colfeges,
departments, and divisions, members of the University community, and all faculty, staff. and
students.”

Hard drive data wiping software (DBAN}) is available at no cost to University departments
through the Office of Software Licensing (OSL) by calling 585-0875 or via their website:
hitp://software.utah.edu. Additionally, USS has equipment that will physically destroy hard
drives when necessary to do so.

A recent internal audit of data security for surplus computers recommended improvement in the
process for collecting campus computers and readying them for disposal. In order to help
departments fulfill their responsibility, to ensure compliance with University Policy and
Procedures, and to bolster the University’s efforts to secure and safeguard sensitive and
personal information, USS is implementing the following procedural changes. These changes
will be effective July 2, 2007 (first business day of new fiscai year).

¢ Atthe time of the surplus property pickup, all Retirement / Transfer Forms (RTF) will be
reviewed by the USS drivers for completeness, accuracy, and department approval
signatures.

* Departments are to provide a staff member to assist in the RTF review process and to
resolve any completeness or accuracy issues. The drivers are not authorized to fill out
or to make any changes to these forms.
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¢ If issues are not resolvable at the time of pickup, all surplus equipment listed on the RTF
and the form itself will be left in the department for resolution. The department will need
to reschedule a pickup in the future after the issues are resolved. To eliminate confusion
about which equipment was taken and which was left, partial pickups will not be allowed.

For questions regarding surplus property pickup procedures call University Surplus and Salvage
at 581-7917. For questions regarding the Retirement / Transfer Form call Property Accounting
at 581-8673 or access the RTF at http:/fbs.admin.utah.edu/index.php/property/property-forms/

Please pass along this memo to those individuals in your departments who are responsible for
monitoring and maintaining your computer equipment. Thank you for your attention to this
matter.



